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Executive Summary

1

In the municipal world, chief administrative officers play a key leadership role.
They are the administrative head of a municipality and the bridge between staff
and the elected council.

At the end of October 2016, the Regional Municipality of Niagara hired a new
Chief Administrative Officer (CAO) after a six-month recruitment process. Almost
18 months later, a local newspaper published allegations that the CAO had
improperly received confidential information about the hiring process during the
competition. It was suggested that staff in the office of the Regional Chair had
leaked the names and biographical details of other candidates to the individual
who became the CAO, giving him an unfair advantage. These allegations
undermined public confidence in the integrity and transparency of the region’s
administration.

Council acted quickly to appoint a municipal ombudsman to look into the matter.
In his July 2018 report, that ombudsman found that no confidential information
had been disclosed to the CAO before he was hired. However, the investigation
did not serve to clear the air. Some, including local media, questioned the
adequacy of the municipal ombudsman’s investigation.

After the municipal ombudsman’s report was made public, a local newspaper
reported that the prospective CAO had not only received information about the
other candidates before he was hired, but was improperly given questions and
suggested answers to prepare for interviews. Council then directed staff to
search the regional municipality’s computer servers for evidence of the leaks and
to request access to the servers at the local conservation authority, the CAO’s
previous employer. External governance auditors were appointed to oversee that
process.

At the same meeting at which the auditors were appointed, council became
aware that the CAO'’s contract had been extended for three years without its
knowledge, legal advice, or the input of any professional staff. The contract had
also been amended to include some unusually favourable terms for the CAO,
including a provision for 36 months’ notice — even if he were to be terminated for
cause.

When the auditors reported back to council in late August 2018, they explained
that they had no expertise to assess the software or methodology used by staff in
the search, and that they were unable to search the servers belonging to the
CAOQO'’s former employer without that body’s approval. Council directed the
auditors to discontinue their review and asked that I investigate the
circumstances surrounding the hiring of the CAO.
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My Office also received 113 complaints from citizens urging that | look into issues
relating to the hiring of the CAO, the extension of his contract, and the adequacy

of the investigations carried out on behalf of the region. | initiated an investigation
into all of these issues.

My investigation confirmed that staff in the Regional Chair’s office shared
confidential information, including questions for interviews, suggested answers
for a written exercise, and biographical information about other candidates, with
the candidate who became the CAO during the 2016 hiring process. We found
evidence that the documents were saved to his computer at the conservation
authority.

Some witnesses we interviewed suggested that digital evidence could have been
tampered with, fabricated or planted. To assess the reliability of the evidence we

collected, | retained computer forensics experts to review the files. They collected
digital evidence at the source and assessed it using hash matching technology.*

The forensics experts found no evidence of hacking or of files being planted, and
concluded with reasonable confidence that no tampering occurred in this case.

In October 2018, while my investigation was ongoing, municipal elections were
held throughout Ontario. The election resulted in significant changes to Niagara’s
Regional Council, as the majority of council members departed or were not re-
elected, including the Regional Chair. Shortly thereafter, the CAO, and two other
staff members who had involvement in his hiring, left their positions with the
regional municipality. In January 2019, the media reported that the new Regional
Council had passed a confidential resolution declaring the CAQ’s contract void.
The matter of the extension of the CAO’s contract and his departure is currently
before the courts. Accordingly, | did not make any findings concerning the validity
of the contract, but limited my consideration to best contract practices.

Although the regional municipality did endeavour to retain external reviewers to
shed light on what had happened, there were several flaws with its approach. It
did not speak to the auditors ahead of time or take any steps to determine
whether the work was within their expertise or scope of practice, which it was not.
My investigation also revealed that council provided little direction to the
municipal ombudsman about the scope of his appointment or its expectations for
the investigative process. We identified several concerns with the ombudsman’s
approach, including that he neglected relevant avenues of inquiry and did not
follow the requirements of the Municipal Act.

1 Hash matching is used by computer forensics experts to determine whether two digital files are identical.
It is often compared to fingerprinting, as the likelihood of two different files having the same hash value is
extremely low.
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The Regional Municipality of Niagara’s 2016 CAO hiring process was an inside
job, tainted by the improper disclosure of confidential information to a candidate —
a candidate who was ultimately successful and became the region’s most senior
administrator. Individual actions led to some of the wrongdoing | found during my
investigation, but it is not my role as Ombudsman to sanction individuals for
malfeasance. Instead, my focus is on the actions taken by the regional
municipality in carrying out its hiring process, and in having that process
independently reviewed when its integrity was questioned.

| found that the regional municipality’s actions with respect to the CAO hiring
process were unreasonable, unjust, and wrong, in accordance with s. 21(b) and
(d) of the Ombudsman Act. | also determined that its actions regarding the
contract extension and the reviews by the municipal ombudsman and external
governance auditors were unreasonable, in accordance with s. 21(b) of the Act.

| have made recommendations addressed at ensuring the integrity and
confidentiality of the regional municipality’s process for hiring chief administrative
officers, encouraging ethical conduct by regional staff, establishing a transparent
process for CAO performance management, extending and amending CAO
contracts, and developing a procedure for local investigations that is based on
best practices.

| am hopeful that by implementing my recommendations, the regional
municipality will regain some of the public trust that was lost during this CAO
hiring process, and that in future its practices and policies will result in greater
accountability, transparency, integrity and fairness in local governance.

Complaints

16

17

On April 6, 2018, the St. Catharines Standard published an article alleging
improprieties in the hiring process for the Chief Administrative Officer (CAQ) for
the Regional Municipality of Niagara. Among other allegations, the article
suggested that confidential information had been leaked to the successful
candidate prior to his hiring. Within hours, my Office began to receive complaints
from the public. Within a week, more than 20 people had asked me to investigate
the region’s 2016 CAO hiring process.

As Ombudsman, my Office is intended to be a last resort. Issues are best
addressed and resolved at the local level wherever possible. | encourage all
municipalities to adopt formal complaints processes and to appoint local
accountability officers, including a municipal ombudsman, to address complaints.
Generally, | will only review a complaint if the matter is not resolved by local
processes.
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In this case, the Regional Municipality of Niagara acted quickly to respond to the
allegations raised in the media. At a meeting on April 12, 2018, Regional Council
appointed a municipal ombudsman to investigate the 2016 CAO hiring process.?
It directed the municipal ombudsman to report back to council by the end of June
2018.

The appointed ombudsman presented his report to council on July 5, 2018. He
found no improprieties in the hiring process and no evidence that confidential
information had been leaked to a candidate.® Council voted to accept his
findings, apologize to the CAO, and declare the matter closed.*

On July 26, 2018, the newspaper reported new allegations about the hiring
process, including that additional information had been leaked to the successful
candidate for CAO before he was hired. The article identified specific documents
that it alleged had been leaked. Over the next three days, my Office received an
additional eight complaints about this matter.

Again, the regional municipality acted quickly to respond to the allegations. That
day, council directed staff to search the municipality’s computer servers for the
documents identified in the media. Council also directed staff to work with the
CAQ's previous employer, the Niagara Peninsula Conservation Authority, to
search for the documents. Council had already appointed a third party to
undertake a governance audit of the region, and it directed those external
governance auditors to oversee the efforts of staff in this search.

On August 10, the media reported new allegations that the CAO'’s contract had
been extended from a three-year term to five years, without council’s knowledge
or approval.

On August 23, the auditors provided an interim report to council, stating that the
search had not produced any evidence that the documents described in media
reports had been sent to the CAO before his hiring. They explained that they did
not have the expertise to evaluate the technical methods used by staff to search
for digital evidence, and pointed to other limitations on the effectiveness of their
review.

In light of the auditors’ interim report, council passed a motion at its August 23
meeting asking my Office to conduct a full investigation into all matters

2 The Municipal Act, 2001 permits a municipality to appoint a local ombudsman to investigate, in an
independent manner, any decision or recommendation made, or act done or omitted, in the course of the
administration of the municipality, its local boards, and municipally-controlled corporations, as specified
by the municipality. (Municipal Act, 2001, SO 2001, ¢ 25, ss 223.13-223.18.)

3 The municipal ombudsman did find that confidential information about candidates was improperly
disclosed to the public, including the media.

4 Council also voted to apologize to an implicated member of Niagara Region staff.
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associated with the hiring of the Chief Administrative Officer. It directed the Chair,
the Chair’s office, and the CAO to provide full co-operation to my Office, and
directed the Clerk, independent of the CAO, to co-ordinate and facilitate my
investigation.

By August 30, 2018, | had received 113 complaints about the regional
municipality’s CAO hiring process, the alleged unauthorized extension of his
contract, and the municipality’s efforts to address the concerns. That day, |
notified the Regional Municipality of Niagara of my intent to investigate three
issues:

e The process it followed in the hiring of its CAO;

e The administration of the CAQO’s contract, including any extension and
amendment; and

e The regional municipality’s response to concerns about the CAO’s hiring,
including the municipal ombudsman’s investigation and the external
governance auditors’ review.

In the wake of the announcement of my investigation, | received an additional 58
complaints, bringing the total to 171.

Investigative Process

27

28

29

The Ontario Ombudsman has had the authority to review and investigate
complaints about the provincial government since October 30, 1975. As of
January 1, 2016, this jurisdiction was expanded to include municipal sector
entities, including the Regional Municipality of Niagara.

My investigation was conducted by three Investigators (including members of my
Special Ombudsman Response Team), one Early Resolutions Officer, and
members of my Legal Services team. Investigators obtained and reviewed
thousands of hard copy and digital documents from the region, including relevant
meeting materials, policies, and emails. The Niagara Peninsula Conservation
Authority also co-operated with my investigation, providing access to documents,
staff, and officials.

My team conducted 46 interviews, many of them in person and under oath. While
it is not usually necessary for me to conduct interviews under oath, that process
is provided for in the Ombudsman Act. In this case, | decided that conducting
some interviews under oath would ensure the integrity of my investigation and
underscore the importance of witnesses providing full and frank information to my
Office.
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Identifying individuals in this report
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31

32

My Office’s general practice is not to name individuals in reports, whether they
are complainants whose confidentiality must be protected (in which case their
identity is anonymized), or public servants and other officials whose actions are
the subject of our investigations. This is because our focus is on administrative
conduct, and our intent is never to “name, blame and shame” specific individuals.
Even though some officials may be well-known in their communities, our usual
practice is to identify them by their position titles, such as Regional Chair or
Regional Clerk.

In this case, the central figure is the individual who became the CAO of the
Regional Municipality of Niagara in November 2016: Carmen D’Angelo. This
report refers to him before, during and after the time he held that title. For the
sake of clarity, therefore, this report refers to him throughout by his name.

All other individuals are referred to by their position titles. Although several of
them (including the Regional Chair, his Policy Director, his Director of
Communications, and some members of council) had left those positions by the
time of publication of this report, it should be understood that the titles refer to the
individuals who held them at the relevant times.

Witnesses and co-operation

33

34

Staff and officials from the regional municipality co-operated with my
investigation by providing requested documents and participating in interviews.
We received excellent co-operation from staff in response to our requests for
documents.

We also received good co-operation from the Niagara Peninsula Conservation
Authority, which was not the subject of this investigation. A third-party company
manages the conservation authority’s computing services, including its servers.
In August 2018, the conservation authority’s Chief Administrative Officer directed
the company to co-operate with my team and provide access to information
relevant to my investigation. In January 2019, the company informed us that
conservation authority staff had directed it not to communicate directly with our
Office. After we spoke with the Chair of the conservation authority’s board, staff
clarified that our Office would continue to have access to information at the
conservation authority, as long as our requests were made through staff. The
conservation authority continued to provide requested documents and
information, including by providing direct access to its servers, and our access
was not obstructed.
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Scope of investigation

35

36

The scope of my investigation was limited to the three issues listed in the notice |
sent to the regional municipality on August 30, 2018. Throughout my
investigation, some witnesses suggested that | should not limit my review to the
CAO hiring process, and should instead investigate other alleged leaks of
confidential information at the municipality, including leaks to the media. Mr.
D’Angelo himself repeatedly requested that | investigate the alleged leaks.®

My investigation focused on the 2016 CAO hiring process, the CAO’s contract
extension, and third-party reviews of the process by a municipal ombudsman and
external governance auditors. My Office does not condone leaks of confidential
information, however, such allegations were outside the scope of my
investigation. As | explained to those who raised the issue, concerns about
leaked confidential information can be raised through a complaint to the regional
municipality. If the allegations involve a member of Regional Council or a local
board, complaints can be directed to the region’s Integrity Commissioner.®
Complaints about the improper disclosure of personal information can also be
made to Ontario’s Information and Privacy Commissioner.”

Digital evidence and computer forensics

37

38

In accordance with the role of the Ombudsman under the Ombudsman Act, my
focus in this investigation was on the administrative processes and conduct of
the regional municipality. It is not my role to assess culpability or to assign blame
to individuals. However, in order to review the actions of the region and identify
recommendations to improve its processes, | was obligated to investigate
allegations made about the region’s hiring process. This included whether
confidential information was shared with Mr. D’Angelo when he was a candidate
for the CAO position.

This information was stored digitally, in the form of files saved on a computer
server. After locating the files in question, my team examined each file for its
content, as well as the location where it was saved. We also reviewed the
metadata of each file. Metadata is a valuable source of information about a digital

5 Although he expressed concerns about leaked confidential information reported in the media, Mr.
D’Angelo told us that he routinely received confidential information from staff and officials at the region
before he was hired as the region’s CAO. He told us that he did not report these leaks to anyone, and did
not ask us to investigate incidents where he was the recipient of leaked information.

6 Niagara Region, Complaint Process for Council Code of Conduct, online: Niagara Region Official
Website <https://www.niagararegion.ca/default.aspx>.

7 IPC Privacy — Individuals, Filing a Privacy Complaint, online: Information and Privacy Commissioner of
Ontario <https://www.ipc.on.ca>.
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40

41

42

43

file, as it may list the author of a file, any other individuals who worked on the file,
the date and time that the file was created, and when it was last modified.

The documents in question were found in Mr. D’Angelo’s “downloads” folder on
the server at the conservation authority. According to the conservation authority’s
computer services company, when Mr. D’Angelo worked for the conservation
authority, he was able to save documents to a local drive on his work-issued
computer. This local drive included the downloads folder, where any documents
that Mr. D’Angelo downloaded were automatically saved. When a file was
opened from an external source, it was automatically saved to this folder; Mr.
D’Angelo did not need to intentionally save the file and may not have even been
aware that a copy was being saved.

The company’s staff confirmed that, after Mr. D’Angelo left his position at the
conservation authority to become CAO at the Regional Municipality of Niagara, a
copy of his local drive, including his downloads folder, was preserved on the
conservation authority’s servers. The documents that were allegedly improperly
provided to Mr. D’Angelo during the hiring process were saved to this folder. The
folder also included routine personal files, as well as documents that were sent to
all candidates for the CAO position.

Certain witnesses we interviewed suggested that digital evidence is not reliable.
Mr. D’Angelo told us that during the 2016 hiring process, both his work laptop
and cell phone were stolen, and his email was accessed improperly by an
unknown third party. He suggested that someone could have fabricated
documents and placed them on his devices. Other witnesses suggested that any
files found on the conservation authority’s servers could have been “planted”
there, or that the metadata associated with those files could have been altered to
change the file’s author, or the date and time of the file’s creation.

In order to ensure that my investigation was based on credible evidence, and to
address some witnesses’ allegations of file tampering, | decided to engage the
services of a team of computer forensics experts. | asked a respected auditing
firm with expertise in computer forensics to review digital evidence obtained by
my team. We asked the experts to assess the files for evidence of where they
originated, and when they were created, downloaded, or edited. We also asked
the experts to assess whether the files were planted or tampered with in any
way.

Using computer forensics software and techniques, the experts examined the
integrity of the files relevant to my investigation. They travelled to Niagara Region
to obtain data directly from computer servers at the region and the conservation
authority. The experts applied an industry standard “hashing algorithm,” which is
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a tool used in computer forensics to determine whether two files are likely to be
identical. Their report to my Office explained:

In computer forensics, hashing is a way to represent a piece of digital data
with a unique numerical value by applying a mathematical algorithm to the
data. Two files with exactly the same bit patterns will hash to the same
value using the same hashing algorithm. Hashing is considered a best
practice for digital forensic practitioners. A popular analogy is to compare
hashing to fingerprinting, in that each distinct pattern of data has its own
unique hash value similar to each person'’s fingerprints.®

44 After a thorough examination of the files obtained by my Office in this
investigation, the forensics report concluded that the likelihood that files were
planted is very low. The experts found no evidence of any hacking, or that any
files were tampered with or planted, and concluded with reasonable confidence
that no tampering occurred.

45 Based on the expert computer forensics review | obtained, my Office’s review of
the metadata and the location of the documents on the conservation authority’s
servers, as well as information we obtained through interviews, | am satisfied that
there was no tampering, hacking, or other manipulation of the evidence
considered in this investigation.

Help Wanted: Hiring a New CAO

Pre-posting unrest, rumours and schemes

46 Long before the position of Chief Administrative Officer for the Regional
Municipality of Niagara became open in April 2016, there were rumours of unrest
at regional headquarters. One employee in the Regional Chair’s office described
“challenges” between the Regional Chair and the then-CAO.° We were told they
disagreed about how much political influence the Chair and council should have
over the regional municipality’s operations, which are the CAQ’s responsibility.1°
A member of council recalled explosive arguments in the halls and told us that
the Chair and the then-CAO were “fighting all the time.”

8 According to the computer forensics experts retained by my Office, if the hash values of two files match,
there is a 1 in 3.4 x 103 chance that the files are not identical — in other words, it is extremely improbable
that the two files are not identical.

9 The Regional Chair is the head of council for the regional municipality, like a mayor, warden, or reeve.
10 Section 229 of the Municipal Act, 2001 provides that a CAO is responsible for, “exercising general
control and management of the affairs of the municipality for the purpose of ensuring the efficient and
effective operation of the municipality”, and any other duties assigned by the municipality. (Municipal Act,
2001, SO 2001, c. 25, s. 229.)
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The rumours even reached beyond the walls of regional headquarters. At the
Welland offices of the Niagara Peninsula Conservation Authority, Mr. D’Angelo
heard about the tension between the region’s Chair and its then-CAO. Mr.
D’Angelo, who was then the CAO of the conservation authority, told us that he
even called his counterpart at the regional municipality to encourage him to “keep
his chin up.” At the same time, Mr. D’Angelo was sketching out a timeline for the
then-CAQ'’s termination, and the hiring process to replace him.

On December 13, 2015, Mr. D’Angelo saved a spreadsheet entitled “CAO Critical
Path” on his computer at the conservation authority. It envisioned a vote by
Regional Council to terminate the then-CAO on January 14, and set out dates for
a series of steps, including the formation of a selection committee, selecting a
recruitment firm, posting the CAO job for four weeks, ranking candidates, two
rounds of interviews, a committee recommendation, and council approval of the
recommendation — with the new CAO starting in the position on May 6. It also
indicated that the region’s Commissioner of Public Health should be the Acting
CAO from January 14 to March 14, followed by the Commissioner of Planning.
According to metadata reviewed by my Office, the document was last saved to
Mr. D’Angelo’s computer, and printed, on December 14, 2015.

Mr. D’Angelo told us he did not recall creating this plan to replace the region’s
CAO, but he explained that he often received confidential information from
regional councillors, especially those who were also members of the
conservation authority’s board of directors. He told us that staff and councillors at
the regional municipality considered him a confidant, and often asked for his
opinion on confidential matters.

On January 14, 2016 — the same date identified in the spreadsheet on Mr.
D’Angelo’s computer for a council decision to terminate the then-CAO —
Niagara’'s regional council did consider a motion to direct the Chair to terminate
the then-CAO. The minutes show that the meeting lasted more than three and a
half hours, and the motion was defeated by only four votes.

Although the bid to fire the then-CAO failed, we were told that the relationship
between him and the Chair remained rocky. On April 6, 2016, the media reported
that the then-CAO had accepted a job at another municipality. Two days later, he
officially resigned, in a letter explaining that he had observed actions and
behaviours at the leadership level that inhibited his efforts to deliver on his
commitments to the Regional Municipality of Niagara.

Rumours about discord between the then-CAO and the Chair soon turned to
rumours about who would step in to fill the newly vacated position. A former
senior employee at the regional municipality told us that, shortly after the then-
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CAO resigned, a councillor reached out to him to arrange a meeting to discuss
Mr. D’Angelo as a “successor.” The employee told us it was clear to him that Mr.
D’Angelo was the councillor’s choice for the position; he said the councillor
assured him that he could “get the votes” to complete the hire.

This councillor told us that he does not recall speaking with the employee about
Mr. D’Angelo as a CAO candidate. However, we obtained an email from the
councillor to the employee dated April 15, 2016, in which the councillor thanks
the employee for the meeting, and suggests that the employee mention Mr.
D’Angelo’s name to other staff as a good candidate for CAO. The email states
that this messaging early on “may provide some ease as we move forward and
regional staff start hearing all kinds of rumours.”

Recruitment plans — and leaks — begin

54

55

56

Staff at the regional municipality quickly started working on plans to recruit a new
CAO. On April 18, the Director of People Services and Organizational
Development!! sent two draft reports by email to the Clerk, the Director of Legal
and Court Services, the Regional Chair, and three staff in the Chair’s office: The
Chair’s Policy Director, Director of Communications, and Administrative
Assistant. Marked confidential, one report recommended that council appoint a
member of senior staff as the acting CAO. The other proposed the creation of a
recruitment committee and set out a process for it to follow. It stated:

A transparent, competitive, and comprehensive recruitment process, in
alignment with Niagara Region employment policies, is essential to fill the
CAO position in an expeditious manner.

During our investigation, we found that copies of these draft memos had been
saved in the downloads folder on Mr. D’Angelo’s computer at the conservation
authority. Both documents were marked as drafts, and both were exact copies of
the drafts on the regional municipality’s servers.1? The data we obtained
indicates that the draft memo about appointing an interim CAO, which was
marked confidential, was last opened or saved on Mr. D’Angelo’s machine at
12:29 p.m. on April 19, 2016. The draft memo describing the recruitment process
for a new CAO was opened or saved 10 minutes later, at 12:39 p.m.

Mr. D’Angelo initially told us that he does not recall whether he received these
draft reports. He later told us that he was familiar with the content of the reports

11 At the time, this was Niagara Region’s name for the director responsible for human resources.

12 This was confirmed by the forensic experts using hash matching. Identical copies of these drafts were
also found as email attachments on laptops issued by the regional municipality to the Chair’s Policy
Director and Director of Communications, which is consistent with the email they received on April 18
attaching the draft memos.
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and could have received them. No one we interviewed told us they sent these
documents to Mr. D’Angelo, but given the small number of staff and council
members who had access to them, and the exact technical match between the
document properties, | am confident that the documents were shared with Mr.
D’Angelo by someone at the regional municipality.

Recruitment committee makeup

57
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61

At a meeting on April 28, 2016, Regional Council considered the final versions of
the Director of People Services’ two memos. The meeting minutes show that
council appointed an Acting CAO and created a CAO recruitment committee,
composed of five members of council, including the Regional Chair.*3

Council also approved Terms of Reference governing the recruitment committee
at the same meeting. They state that the committee was to engage an external
executive search firm to undertake a national candidate search. The search firm
was to consult with all members of council and other stakeholders to develop
“key CAO character traits and competencies required.” These traits and
competencies were to be approved by council before the committee began the
search phase of the process.

The Terms of Reference state that committee members should actively
participate in a transparent, competitive, and comprehensive recruitment
process, while protecting all confidential information considered by the
committee. They say the committee “shall hold in strict confidence all confidential
information concerning matters dealt with by the Committee.” The Chair was to
provide regular updates to council on the committee’s progress. Upon completion
of the process, the committee was to recommend a preferred candidate and
terms for a conditional offer of employment for council’s consideration.

The Terms set out the five members of council who would form the committee,
including the Chair. They state that the committee and the search firm would be
supported in an advisory capacity by the Director of People Services, the Director
of Legal and Court Services, and the Clerk. The Terms do not mention a role for
the Chair’s staff.

The recruitment committee met for the first time on May 10, 2016. The committee
discussed retaining an external search firm, and directed human resources staff
to reach out to potential search firms to solicit interest. In addition to the
committee members and the staff identified in the Terms of Reference, the

13 At the meeting, council decided to suspend the rules in its procedure by-law to allow the Regional Chair
to act as committee Chair. The by-law provides that the Chair shall be a member of all committees, but
cannot sit as committee Chair, Co-Chair, or Vice-Chair.

O 15 Inside Job
Regional Municipality of Niagara

Ombudsman November 2019



attendance list in the minutes includes the Chair’s Policy Director and his Director
of Communications.

62 The Chair’s Director of Communications told us that he may have attended on
May 10, but he did not attend the rest of the committee’s meetings. The Chair's
Policy Director did attend most of the committee’s meetings. He told us that,
although he was not mentioned in the committee’s Terms of Reference, he
understood his role to be assisting the Chair “on any internal related matter.”

63 On May 26, the Director of People Services sent copies and summaries of
submissions received from six potential executive search firms to the Clerk for
consideration at the next committee meeting, copying staff, including the Chair’s
Policy Director. The next day, the Policy Director forwarded the email to the Chair
and his Director of Communications, noting that he would be reviewing the
documents over the weekend and “doing background checks on the individuals.”
During interviews, the Chair told us it was normal for his staff to do these kinds of
background checks. The Policy Director told us that the checks consisted of a
cursory Internet search to look for any controversies, in order to do his own “due
diligence.”

64 The recruitment committee next met on June 13, 2016. The minutes indicate
that, again, the Chair’s Policy Director attended the meeting, including a closed
portion. While in the closed meeting, the committee directed the Director of
People Services to negotiate with one of the external search firms. In open
session, the committee delegated authority to the Chair, in conjunction with the
Director of People Services and the external search firm, to “be the liaison in the
hiring process.” Although he was not mentioned in the committee’s direction, the
Policy Director told us that he believed he also had a role in liaising with the
external search firm. He claimed to have been under the impression that he was
responsible for facilitating the exchange of information between the Clerk’s office,
the external search firm, and the committee.

CAO “traits and competencies”

65 On June 17, 2016, the Chair sent a memo informing council that the committee
had selected an external search firm and that council would be required to
approve a consultation process on the traits and competencies desired in the
new CAO.

66 Four days later, at 11:44 p.m. on June 21, 2016, Mr. D’Angelo created a
document on his computer at the conservation authority, setting out
characteristics and experience required in a CAO. Saved as “CAO Criteria,” the
document refers specifically to Niagara Region. Under the heading “Knowledge,”
the document lists “a thorough knowledge of Niagara Region’s community
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strengths, opportunities and challenges, and an in-depth understanding of the
culture of the area.”

Mr. D’Angelo told us that, although he could not recall who or when, someone
had reached out to him to ask about the attributes of a CAO, because he was a
“key stakeholder.” He told us he was also asked about external search firms, and
how to run a CAO selection process. He explained that, before he applied for the
position, he was not shy about his goal of becoming a municipal CAO. He said
he would speak to people to “gather intel” about what kind of person the region
was seeking, the culture of the organization, and how it tracked progress, such
as through the use of performance measurement tools.

Mr. D’Angelo was once again one step ahead of the regional municipality when
he drafted his list of CAO characteristics. The recruitment committee did not
approve the character traits consultation process until the following day, during a
meeting on June 22, 2016. That day, the committee reviewed a timeline for the
hiring process put forward by the external search firm. It also approved a process
proposed by the Director of People Services, which involved consulting
stakeholders about CAO traits and competencies, including council, senior staff,
other municipalities, and representatives from the business, education, and
health sectors.

On June 28, the Director of People Services sent a spreadsheet listing potential
stakeholders to the Chair’s staff, as well as other senior staff and the external
search firm. The list included individuals from a variety of sectors, including
regional council and staff, local municipalities, the health and education sectors,
and businesses. It also included individuals from agencies, boards, and
commissions, including the Niagara Peninsula Conservation Authority; Mr.
D’Angelo’s name and contact information were on this list.

On July 4, the Policy Director emailed an edited stakeholders list to the external
search firm. His list included only members of council, staff, local area
municipalities, and business and community leaders. He wrote that
representatives of agencies, boards, and commissions were removed from the
list, as they were “outside the scope” of the consultation process that council
approved on June 30. Although Mr. D’Angelo told us that he was consulted at
some point about the character traits of a CAO, his name was not on the final
stakeholders list.

On July 20, 2016, after the stakeholder consultation, the recruitment committee
met to review the feedback received. The committee approved a list of character
traits, experience, and credentials that Niagara Region would seek in CAO
candidates. It decided that the required experience and credentials should
include senior administrative experience within a large organization, such as a
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municipality, experience working with the municipal sector, and business acumen
and/or private sector experience. The committee determined that the CAO
should be a strategic thinker with high emotional intelligence, with an
understanding of the role of the CAO, Chair, and council, and “an open door to
[the] Chair.” The next day, council approved the character traits, but not before
changing “open door to the Chair” to “Open door between the Chair, Council, and
CAQ.”

Position posting and preparation for interviews

72
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The Policy Director continued to drive the recruitment process. On July 28, the
Director of People Services emailed him to ask about next steps and noted that
the human resources department was fully available to support the process. The
Policy Director responded to thank her and suggested they discuss next steps
before the next committee meeting.

However, as the Policy Director and the Chair’s Director of Communications
drafted a job posting for the CAO position over the next two weeks, they did not
involve human resources staff or the committee. The Policy Director approved
the posting and it went online on August 9, 2016. The Director of People
Services did not know the job had been posted until two days later, when a
member of her staff saw it online. When we asked the Policy Director about this
process, he told us that it would have been impractical to convene the committee
over the summer break, and that if human resources did not know about the
posting, it was an administrative oversight.

While the regional municipality continued to accept applications for the position
throughout August, one senior staff member told us that, amongst senior and
middle management, “everyone knew [Mr. D’Angelo] was the lead candidate.” He
said he had considered applying for the CAO position himself, until August 25,
when he attended a meeting with a member of council and Mr. D’Angelo, at
which the councillor suggested that his application for the job would “complicate
things” for Mr. D’Angelo. The employee recalled Mr. D’Angelo sketching out an
organizational chart for the region that included a new “Deputy CAO” position; he
interpreted the message as an inducement for him to drop his application for
CAQO, in exchange for a chance to become Deputy CAO.

The councillor told us that he did not recall speaking to the employee about Mr.
D’Angelo, and suggested that the employee was speculating or making an “off
the cuff kind of comment.” However, another senior staff member recalled the
employee saying in September 2016 that he had been encouraged not to apply,
as a councillor had the votes to hire Mr. D’Angelo. Other members of senior staff
told us the employee told them he would be offered the Deputy CAO position if
he withdrew his application for CAO.
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Mr. D’Angelo told us that he most likely did speak to people about restructuring
staff ahead of applying for the CAO position, because restructuring organizations
is his strength. He told us that he saw the regional municipality’s structure as “too
flat,” and said that, if asked, he would have suggested creating a Deputy CAO or
General Manager position. In fact, on September 14, Mr. D’Angelo saved a
document to his desktop showing an amended organizational chart for Niagara
Region, including a Deputy CAO position.

The “5 Identified Candidates” memo

77
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On September 16, 2016, the external search firm emailed a list of all applicants
for the CAO position to the Policy Director, “for the Chair’s reference.” Three
days later, at 5:10 p.m. on September 19, the Policy Director created a document
with the file name “CAORC 5 identified candidates msging,” according to
metadata we reviewed. It consisted of a memo stating that the shortlist should
“reflect a diverse range of backgrounds and candidates that align with the
character traits outlined in the motion passed by Council,” and “limit candidates
with no previous history at the Regional Municipality of Niagara.” The memo lists
four candidate types: Ontario municipal candidate; Ontario provincial candidate;
out-of-province candidate; and “provincial experience.” It notes that an internal
candidate should also be interviewed, bringing the total up to five.

The memo then names five candidates who appear to fit those descriptions. All
five candidates were on the longer list of applicants sent to the Policy Director by
the external search firm earlier that week. Four would end up being interviewed
as part of the recruitment committee’s shortlist. Mr. D’Angelo, who was then the
CAO of the conservation authority, is identified in the place reserved for an
“Ontario municipal’ candidate, and is described as having “experience working
with elected Niagara Board. Great working relationship with Chair of [the
conservation authority].”

The Policy Director told us that it was his general practice to write down his
thoughts, then brief the Chair before deleting (or closing without saving) his
notes, and shredding any hard copies. He said that this document would not
have been a written memo provided to the Chair, but simply for his own use as a
memory aid while briefing the Chair. He told us that although he could not
confirm that he wrote this document, it was written in his usual style and format
and “could very well” be his work.

The Policy Director told us he does not recall why he would have written that
candidates with no previous history at the Regional Municipality of Niagara
should be limited. This was not a requirement in the character traits list approved
by Regional Council. A member of the recruitment committee told us that the
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committee never intended to limit the recruitment to candidates with such
experience, and that the members never discussed making sure the shortlist had
a specific range of backgrounds like those listed in the Policy Director's memo.

The day after the Policy Director's memo was created, on September 20 at 11:48
a.m., a copy of it was saved to the downloads folder on Mr. D’Angelo’s computer
at the conservation authority.

Mr. D’Angelo initially told us that he does not recall receiving this document, but
later told us that he may have received it and that it “looked really familiar.” He
explained that he remembers “learning of candidate information and discarding it,
thinking well, that’s nice, right?” He told us that if he did see the memo, he would
have discarded it because he already knew who some of the other candidates
were, and it would only have been of interest to confirm that he was on the
shortlist and satisfy his “curiosity on who my competition is.” Mr. D’Angelo later
wrote, in an email to my staff, that it was possible that he received this document
during the hiring process, and “[u]pon further reflection, in the absence of my
emails during this time frame and to the best of my recollection, | believe the
primary source of the information would have been from [the Policy Director].”

The “Messaging” document
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While Mr. D’Angelo was downloading the memo about identified candidates, the
Policy Director was working on a second memo about the recruitment process,
saved as “Messaging.” The memo identifies four candidates for the CAO position
by name, and sets out reasons why each would not be a good choice for the
region. All four candidates listed in his memo are on the list that was sent to the
Policy Director by the external search firm. None of the four listed candidates
would go on to be included on the short list.

Metadata shows that the Policy Director created the “Messaging” document at
10:38 a.m. on September 20, and last saved the document at 12:09 p.m. that
day. At 7:39 p.m. that evening, the “Messaging” document was saved to Mr.
D’Angelo’s downloads folder at the conservation authority. It was saved again
twice on September 25, 2016 at 10:09 a.m.4

The Policy Director told us that he remembers discussing the content of this
memo with the Chair. Although he did not recall if he wrote it down, he said he

14 The computer forensics experts consulted by my Office explained that when a document is opened
multiple times, it is saved to the downloads folder, and the computer automatically adds a number in
brackets after the file name to indicate each subsequent opening. In this case, the “Messaging” document
was saved three times; first as “Messaging” on September 20 at 7:39 p.m., then as “Messaging(1)” and
again as “Messaging(2)” at 10:09 a.m. on September 25, 2016.
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likely would have done so. He said that, to the best of his recollection, he did not
send this document to Mr. D’Angelo.

Mr. D’Angelo initially told us that he did not recall receiving the document, but
later told us: “I could have received this. I'm not going to deny it.” As with the “5
identified candidates” document, he told us that if he received the document, it
would have come from the Policy Director. He told us that he did not see how the
information in the memo would have assisted him as a candidate, and that if he
did receive it, he would not have taken any steps to report the leak or inform
anyone about the disclosure of confidential information.

The interview questions
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On September 21, the external search firm emailed a draft copy of questions for

the CAO candidate interviews to the Clerk and the Policy Director. Later that day,
the Chair sent a confidential memo to the members of the recruitment committee
with the draft interview questions attached.

The committee met on September 23, 2016 at 9:06 a.m. at regional
headquarters. It went into a closed session to discuss the draft interview
guestions and a long list of candidates provided by the search firm. The closed
session minutes indicate that the committee directed the search firm to
incorporate the committee’s feedback in the interview questions, and to contact
specific individuals for interviews. The committee set the first round of interviews
for October 4, 2016 between 10 a.m. and 6 p.m., and the second round for
October 12 from 11 a.m. to 3 p.m.

The minutes record the committee’s decision to have all of its members sign a
non-disclosure agreement provided by the external search firm to protect the
confidentiality of the hiring process. It is unclear whether Niagara Region staff
participating in the recruitment were also required to sign; the search firm could
not locate copies of the signed agreements. The Policy Director told us that he
does not remember if he signed an agreement. A partner from the search firm
told us that only committee members would have signed the agreements,
because staff would typically be covered by the confidentiality obligations of their
employment.

On September 29, the Policy Director emailed the external search firm to ask if
the revised interview questions would be circulated to the committee members.
The firm responded that they developed the questions based on their notes from
a committee meeting and discussions with the Clerk, and planned to provide the
guestions to the committee on the first day of interviews. The Policy Director
replied that he did not know why the firm was talking to the Clerk without
including the Chair, when the Chair was the designated contact person for the
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firm. He suggested that the committee intended for the firm to bring the questions
back for approval ahead of the interviews. In response, the search firm sent the
edited questions to the Policy Director and the Clerk on September 30. The
document listed 10 interview questions, and provided for time for the candidate to
ask guestions and make a closing statement.

Despite the Policy Director’s assertion about committee approval, the revised
guestions were not circulated to committee members until October 3, 2016, the
day before the interviews. They were, however, circulated to Mr. D’Angelo.

At 9:22 p.m. on October 2, the Policy Director saved a version of the questions
as “Revised Questions” after making a few minor formatting changes. Just over
an hour later, at 10:35 p.m., the revised document, including the Policy Director’s
formatting changes, was saved to Mr. D’Angelo’s downloads folder at the
conservation authority.

The Policy Director told us that, to the best of his recollection, he did not send the
guestions to Mr. D’Angelo. Initially, Mr. D’Angelo told us that he did not recall
receiving the questions ahead of his first interview. He later said that there is a
“good possibility” and it was “more likely than not” that he did receive the
guestions, though he could not be sure because they were quite standard for a
CAO recruitment, and he had participated in other such processes. He told us
that if he did receive the questions document, it would have come from the Policy
Director.

From first interviews to last candidate standing

94

Staff at the external search firm told us that, around the time of the first
interviews, they became aware of rumours that Mr. D’Angelo had been pre-
selected, and that there was a version of an organizational chart circulating that
already named him as CAO. They told us that the firm was concerned enough to
raise this allegation with the Chair during a phone call. They described the Chair
as “aggressive, defensive” and “initially extremely hostile to the suggestion.” The
firm’s staff noted that by the end of the phone call, the Chair committed to a fair
and open process. The Chair told us he did not recall this discussion or the
allegation.

First interview

95

The committee held the first round of interviews on October 4, 2016, at a local
hotel. After the interviews, members discussed the candidates’ performance. The
Chair recalled not being impressed with Mr. D’Angelo during the first interview,
but told us he thought he was “good enough” to deserve another chance.
Another member of the committee told us that, after the first interview, they were
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not impressed by Mr. D’Angelo’s performance. The committee member had also
heard the same rumours that had reached the search firm, and was concerned
that the hiring decision had been pre-determined. The member raised these
issues with the committee, but told us that the other members argued that the
allegations had not been proven and were part of a “witch hunt” against Mr.
D’Angelo. Despite the concerns of the member, the committee decided to move
Mr. D’Angelo forward for a second interview.

In addition to discussing the candidates, the committee set out the process for
the second round of interviews, including that candidates should be asked to
answer five questions in writing in a total of 500 words or less by October 10, and
be asked to give a 10-to-12-minute presentation on economic development
during the second interview. The meeting minutes indicate that the committee
directed the search firm to contact three of the candidates for second interviews,
including Mr. D’Angelo.

Help from a “communications expert”
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On October 5, 2016, the search firm sent a document to the three selected
candidates, asking them to prepare a written submission, as well as a
presentation on economic development for the second interview. The written
assignment asked candidates to answer five questions, explaining how they
would bring economic opportunities to the region, encourage economic
development, implement the region’s strategic plan, measure success, and build
and maintain relationships amongst the Chair, council, senior staff, and the
region’s lower-tier municipalities. The assignment was saved to Mr. D’Angelo’s
downloads folder at the conservation authority the following day, October 6, at
4:34 p.m. Later that day, Mr. D’Angelo created a document that was saved as
“CAO Written Submission — 2" Interview.”

Mr. D’Angelo told us that, to prepare his presentation for the second interview, he
conducted telephone interviews with local economic development officers. He
said he then sent his draft presentation to the regional Chair’s Director of
Communications, whom he believed had “communications attributes.” He asked
the Chair’s Director of Communications to help fine-tune his presentation for
spelling, grammar, and wording. Mr. D’Angelo and the Director of
Communications each told us they knew each other professionally through local
functions and events.

On Friday, October 7, 2016 at 12:51 p.m., the Director of Communications
created a document saved as “Q&A,” which appears to answer the questions
assigned to the CAO candidates. A list of suggestions at the top of the page is
specific to Mr. D’Angelo’s experience at the conservation authority. For example,
it cites “Success with Council relations to date via NPCA [Niagara Peninsula
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Conservation Authority],” and “2-3 concrete examples of NPCA working with
particular Niagara community to resolve issues.” The rest of the document is
organized with the five assigned questions as headings. Under each heading are
points specific to the region that could be used to answer the questions, such as
encouraging a Bank of China branch to open in Niagara, working with the private
sector to seek efficiencies, and changing the conservation authority from an
enforcement body to a “compliance partner.”

On Saturday, October 8, 2016 at 7:20 a.m., the Q&A document was saved to Mr.
D’Angelo’s downloads folder at the conservation authority. At 7:27 a.m., it was
saved again, this time as “[Director of Communications’ initials] Q&A
Suggestions.” At 7:36 a.m., it was saved a third time, as “Q&A (1),” which likely
indicates that the original document was opened again.*®

Metadata from Mr. D’Angelo’s drive at the conservation authority indicates that
he accessed the official questions document sent by the search firm at 7:28 a.m.,
suggesting that he opened that document while reviewing the suggested
answers sent by the Director of Communications. Twenty-three minutes later, at
7:51 a.m., Mr. D’Angelo saved a presentation on his computer called “Economic
Development in Niagara” — the first draft of the presentation he would deliver
during his second interview.

Mr. D’Angelo told us he might have received the suggestions document from the
Director of Communications in the course of consulting people for help with his
interview materials. The Director of Communications told us that Mr. D’Angelo
had his phone number and may have called to discuss the questions from the
search firm. He told us that Mr. D’Angelo provided him with some proposed
answers, and that the Director gave him “some insight to” those answers. After
our interviews, Mr. D’Angelo confirmed in an email to my Office that he did
exchange these two documents with the Director of Communications. He noted
that he sought the Director’s expertise “in my preparation for the second
interview.”

More questions, more answers

103

On October 10, 2016, at 7:58 a.m., the Chair’s Policy Director created a
document called “Questions.” Most of the two-page document is organized into
four headings: Transit; Growth/Planning; Growth/Planning Case Study question;
and Relation [sic]. The document sets out questions under each heading, and
then answers them.

15 There are no differences between these three copies of the document, aside from the name.
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One answer refers to the role that the conservation authority played in helping
major companies locate in the region. It suggests that a new Niagara Region
CAO would review the regional municipality’s reporting structure within the first
30 days in the job. The document emphasizes working with the Chair, and states
that staff should be replaced when required.

The Policy Director last modified the “Questions” document at 12:21 p.m. Later
that day, at 7:08 p.m., the “Questions” document was saved in Mr. D’Angelo’s
downloads folder at the conservation authority. It was saved as “Questions (1)”
three minutes later, indicating that it was opened a second time.

The files show that after receiving the “Questions” document, Mr. D’Angelo got
down to work on the materials for his second interview. The document called
“CAO Written Submission — 2" Interview,” which he had created on October 6,
was accessed, modified or saved repeatedly over the next two and a half hours —
at 8:17 p.m., 9:22 p.m., and 9:25 p.m. Finally, at 9:31 p.m., it was saved again as
“CD CAO Written Submission — 2" Interview — Oct 12 2016.” Mr. D’Angelo’s
“Economic Development in Niagara” presentation was also accessed or modified
that evening, at 8:53 p.m.

The Policy Director told us he does not recall creating this document or providing
it to Mr. D’Angelo. Initially, Mr. D’Angelo told us he did not recall receiving the
“Questions” document, but he later said he “could have received it,” and if so, the
“primary source” would have been the Policy Director.

Second interview

108

109

110

The second round of interviews took place on October 12. Mr. D’Angelo
accessed his written submission one final time that morning at 10:02 a.m. The
recruitment committee met at a local hotel at 11:05 a.m., and the minutes
indicate that interviews began at 11:15 a.m. The committee interviewed three
candidates that day, including Mr. D’Angelo.

After the interviews, the committee discussed the candidates, and agreed to
direct the search firm to check Mr. D’Angelo’s references. The minutes state that,
if the references were satisfactory, the search firm was to work with the Chair to
negotiate a conditional three-year employment contract, with the option for
council to extend the contract by two years.

The meeting ended at 2:55 p.m. The next day, after hearing the news of his
selection by the committee, Mr. D’Angelo began gathering his references for the
regional municipality.
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You're hired: Crafting a contract and checking references
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On October 24, 2016, the search firm emailed the Chair’s Policy Director to
suggest terms for Mr. D’Angelo’s contract, including a salary of $215,000, six
weeks’ vacation and an $800/month car allowance, for a three-year term with the
option for two additional years. The firm asked if the Chair had thought about a
severance structure for termination without cause.

The Policy Director emailed the Director of People Services the next day to ask
for a template offer of employment for Mr. D’Angelo, based on what had been
offered to the previous CAO. He noted that the offer should be conditional on
council’s approval. The Director of People Services responded, copying the
municipality’s in-house lawyer, to explain that the conditional offer would also
serve as Mr. D’Angelo’s employment contract. She obtained sample executive
contracts from Niagara Region’s external employment lawyer in order to develop
a draft contract, so that the Chair’s office could “enter in the employment details”
in consultation with the candidate.

On October 26, 2016, the search firm, the Chair, and the Policy Director
discussed the offer with Mr. D’Angelo by teleconference at 11:45 a.m. Emails we
obtained show a flurry of activity throughout the afternoon following the call, as
the Chair’s staff filled in the blanks in the new CAQO’s offer. Between 2:47 p.m.
and 9:19 p.m., the Policy Director and the Chair's administrative assistant
corresponded with the region’s external lawyers, as well as its internal human
resources and legal staff, about the wording of Mr. D’Angelo’s offer letter.

Despite a request from the region’s in-house lawyer for a copy of the detailed
offer to review, the actual terms of the contract were never shared with the
regional municipality’s internal human resources or legal staff. The versions they
reviewed included blanks where that information would be entered. The Policy
Director told us that the offer terms were reviewed by the external lawyer, but
were not shared with legal or human resources staff in order to protect
confidentiality. He also told us that even the recruitment committee never saw the
terms of the new CAQ’s contract because of concerns over confidentiality, and
because it didn’t ask to see them.

In the Policy Director’s exchanges with the external lawyer, the length of the
contract is described as three years, with the option to extend by two years on
the basis of two positive performance appraisals. The emails do not refer to the
recruitment committee’s direction that any extension should require council’s
approval.®

16 The terms of the contract were never reviewed by council, and the discrepancy between the
committee’s direction and the final wording of the contract was not addressed.
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The circulated drafts stated that the offer was subject to Mr. D’Angelo’s
acceptance of the terms, and council’s approval of the recruitment committee’s
recommendation. Throughout the afternoon’s revisions, all the draft versions of
the offer stated: “Any change to your annual salary is subject to... Council
approval...” This language echoed the same requirement in the previous CAO’s
contract.

At 7:31 p.m. on October 26, the Chair’s assistant sent a draft to the external
lawyer, stating that the letter had been amended to align salary increases with
those of other non-union staff at the region. In this draft, the requirement for any
change to the annual salary to be subject to council approval was deleted. The
assistant told us that she does not recall changing the offer letter. She said that
when she worked with the Policy Director, he would “just tell me the words and |
would send it off....” This change was not in any of the versions of the contract
reviewed by the region’s internal legal or human resources staff. The next
morning at 11:51 a.m., the assistant sent the offer letter to Mr. D’Angelo.

Reference checks
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While the Chair’s staff were plugging the terms into Mr. D’Angelo’s offer letter,
they were also negotiating the content of a summary of his references that was to
be provided to the recruitment committee.

According to staff at the firm, their normal process is to speak with references
and then to combine all comments received into one document, so that no
comment can be attributed to a specific person. On October 25, the search firm
sent the Policy Director a summary of nine of Mr. D’Angelo’s references.

The Policy Director responded by email to ask that the firm include information
from two references that Mr. D’Angelo had provided — one from a local mayor
and one from a former Canadian prime minister. Staff at the search firm
explained that this request was outside their normal practice, as they don’t
normally include information from candidate-provided reference letters. The
Policy Director wrote again a few hours later, asking if they could connect early
the next morning, as th